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Fig. 1 Framework of Internet real-name system
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Research on privacy-preserving internet real-name system

Zhang Ping', Jiang Lin®
(1. Department of Network and Information Security, Guangdong Police College, Guangzhou 510230, China;

2. School of Computer Science and Technology, Harbin Institute of Technology, Shenzhen 518000, China)

Abstract: In China, the real-name system has been gradually realized in some fields, but a lots of problems are still to

be studied and solved before the full implementation of the internet real-name system, especially the way to find the balance be-

tween privacy data protection and data value utilization. In this paper, using secret sharing algorithm, ElGamal digital signature

and multi-level anomaly detection based on big data technology. we put forward a design of internet real-name system according

to the condition of China. This design guarantees that the user's personal privacy information is protected from unauthorized ac-

cess while minimizing additional operational overhead of the user, and provides a convenient tool for law enforcement authori-

ties to combat Internet crime.

Keywords: privacy preserving; real-name system; Homomorphic eneryption; digital forensics; data mining
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