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A Feature Transformation Method Based on Extension Distance and

its Application in Network Intrusion Detection

Xu Hui, Liu Xiang, Fang Ce, Zong Xinlu

(School of Computer Science, ITubei University ol Technology, Wuhan 430068, China)

Abstract: As one of the important steps to identify attacks or abnormal behavior to protect network security, network in-
trusion detection is often used in conjunction with data mining or machine learning techniques. Nowadays, with the explosive
growth of network data, the traditional intrusion detection technology is faced with the problem of massive data detection and
processing. The existing intrusion detection system is often difficult to meet the real-time demand and the effective demand at
the same time. This paper attempts to introduce the concept of extension distance from Extenics into the research of network
intrusion detection, and proposes a feature transformation method based on extension distance, which maps the original fea-
tures of data points into two parts, namely center distance out of the cluster and extension distance in the cluster, the new fea-
tures are generated according to the multidimensional features of the original data, in order to meet the purpose of reducing fea-
ture dimensionality and satisfying the real-time performance and the effectiveness of the network intrusion detection system at
the same time. In this paper, KDD CUP 99 data set is used as the simulation data set to test the effectiveness of the proposed
method which based on extended distance and using in network intrusion detection. The experimental results show that com-
pared with the traditional KNN algorithm, the new method which based on extended distance can obviously reduce the detection
time, and the decrease of the detection rate can be controlled within 1%, so it has a better time advantage.

Keywords : network intrusion detection; feature transformation; Extenics; cluster distance outer center distance; exten-

sion distance in the cluster
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