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A chaotic image encryption algorithm based dynamic cat map

Wang Xianfang*”, Wang Xiaolei*, Wang Junmei®, Li Ming*

(a.College of Computer and Information Engineering; b.Engineering Technology Research Center for Computing

Intelligence & Data Mining of Henan Province, Henan Normal University, Xinxiang 453007 , China)

Abstract: As the problem that traditional cat mapping is periodic and the position (0,0) is always fixed perplexes the se-
curity of information.an image encryption algorithm based on dynamic cat mapping is proposed.Firstly,the key is transformed
by md5 to generate a hexadecimal string. This string is used to take the block boundary of the dynastic cat mapping. Meanwhile,
the S-box which is needed in the diffusion phase is generated via the hexadecimal string.In the process of scrambling,the plain
image is encrypted with scramble parameters by dynamic cat map.Then,the scrambling image is obtained.In the process of dif-
fusion,the S- box is used with conjunction with the adjacent pixel value when the current pixel is processed so that the change
of each pixel can cause the others”’ variation to form the avalanche effect.Finally, the simulate results show that the proposed
encryption scheme satisfies the security requirements of image encryption,which not only avoids the disadvantage of periodicity

in property.,but also has a better performance than traditional cat mapping.

Keywords: dynamic cat mapping; chaotic; image encryption; S-box
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