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Simon algorithm key-recovery attack on SIMON

Peng Xinhang,Sun Bing, Li Chao
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Abstract: In recent years, with the application of quantum technology to the security analysis of cryptographic algo-

rithms., the security of classical cryptographic algorithms has been greatly threatened.In this paper.the Simon quantum algo-

rithm is applied to the analysis of SIMON cipher.and a periodic function is successfully constructed to distinguish the three

rounds of SIMON cipher from random permutations. The parameters of the periodic function satisfying the conditions of the Si-

mon problem are estimated,and an upper bound is found and proved,so that the upper bound values of the corresponding pa-

rameters of the three types of SIMON32/48/64 are calculated.Finally,by constructing corresponding discriminators for the en-

cryption and decryption processes, six rounds of SIMON ciphers were subjected to key recovery attacks, four rounds of keys

were obtained,and time complexity was given.

Keywords: Simon algorithm ; SIMON cryptography;key recovery attacks
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