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mage Encryption Research Based on Keys Generated by Iris Feature and AES Algorithm

XIE Ruiyun', HAI Benzhai’

(1. Computer Science and Technology Department, Henan Institute of Technology, Xinxiang 453000, China;

2. College of Computer and Information Technology, Henan Normal University, Xinxiang 453007, China)

Abstract: The encryption algorithm has disadvantages like the long key making memory difficult and uneasy safekeep-

ing, which causes a potential threat to the information security. Based on the combination of iris feature key extraction and AES

encryption algorithm, this paper proposes an image encryption algorithm, The algorithm uses DB2 wavelet decomposition of the

iris re

gion, extracting the third layer of the iris key features of high frequency coefficients, through the use of random mapping

function to generate a 192 bit key. The algorithm and the classical Arnold algorithm are applied to image encryption experi-

ments

at the same time. Experimental results show that the security of the encrypted image is higher by using the algorithm.
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