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Impossible differentials and zero correlation linear hulls of MISTY structure

Liu Chang,Shen Xuan,He Jun

(College of Information and Communication, National University of Defense Technology, Wuhan 430010, China)

Abstract : Impossible differential cryptanalysis and zero correlation linear cryptanalysis are two popular methods in the
security analysis of block cipher.For MISTY structure which is often used to design block ciphers, this research mainly studies
the impossible differentials and zero correlation linear hulls of MISTY structure.Firstly, the dual structure of MISTY structure
is provided.Then, from the perspective of structure,we theoretically prove that the maximum rounds of impossible differentials
and zero correlation linear hulls in MISTY structure are both 4 rounds.Finally,when considering the details of the round func-
tion in MISTY structure.we present that the sufficient conditions for the existence of 5/6-round of impossible differentials and
zero correlation linear hulls in MISTY structure. The results in this paper not only give guidance for designing block ciphers
with MISTY structure, but also provide specific methods for analyzing the security of them.

Keywords: MISTY structure;impossible differentials;zero correlation linear hulls
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