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Fig. 1 Image encryption process
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K/INMX(N/2),V, =Py(:,1:N/2) £ Py FFEF 1 5] N/2 WA 5.

#0=0,C=[Py,P;].V,=P,(:,1:N/2),V, =P,(:,N/2+1:N);

#6=1,C=[Py,Py],V,=P;(:,1:N/2),V, =P;(:,N/2+1:N);

#Ho=2,C=[P;.P;],V,=P,(:,1:N/2),V, =P,(:,N/2+1:N);

¥ 6 =3,C=[Py.Py],V,=Py(:,1:N/2),V, =Py (:,N/2+1:N);

#Ho=4,C=[Py.P].V,=P;(:,1:N/2),V, =P;(:,N/2+1:N);

#Ho=5.C=[Py;.P;],V, =Py (:,1:N/2),V, =Py (:,N/2+1:N).
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Fig.2 Experimental results of image encryption and decryption

®2 XABRRTEGEHATHESH

Tab. 2 Execution time analysis for images of different sizes s
(EEONAN £ SCHk[16] SCHRL17] SCHRL18] SCHRL19]

256 1§ 2 X 256 14 % X 3 jil i 0.862 3 0.054 2 0.471 5 0.745 0 0.533 5
512 3 FE X512 8% X 3 il 2.556 1 0.333 5 1.841 9 1.878 2 1.796 4
1024 8% X1 024 18 E X3 il 3.641 2 0.938 4 2.945 6 3.275 6 3.144 7

FHAR G Z A Xt 2 Ry =cov(h b))/ /DD (R , o sh={h, ok =1,2,+,m } RE G5
BEALPRIE ) m MR EW KB R R h () m DHABIEZE h 7 22 cov(h k') =% ﬁ}[h,- —Em][h, —

E') 71577 % D(h) =% Sh, —E) 7 E W8,
i=1
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FHABAR R A AR S R L BRI TH SR 45 R I3 3R R 3 AOSS R AT LR A SCRk 7 A 1 Jon 8 PR 9 AR O
P 2R KO SR AT 3R W AR SCHR s ) 50 BE A AT OB AR S 31 23
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Fig.3 Histogram of Erna images and their encrypted images
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Tab. 3 Correlation coefficient of adjacent pixels of the encrypted images
.~ _— IR ) A M R AL I 57 ) A M R A Xif R 7 ] AH 6 M R B
¥ 4]
R i 8 G i & B i i R i 8 G il & B i il R i iE G i A B it i&
A Lena —0.001 7 —0.001 7 0,001 1 0.001 9 —0.002 3 —0.006 4 0.003 0 0.004 5 0.007 7

A3 Peppers  —0.002 6 —0.001 6 —0.0005 —0.0023 0.0044  0.0007 0.001 1 —0.0052 0.0029
k[ 20] Lena  —0.0022 —0.0025 0.0025 0.002 1 —0.004 8 —0.0063 0.0018  0.0069 0,007 1
k[ 21] Lena ~ —0.0050 —0.0050 —0.0020 0.0056 —0.0062 0.0010 0.003 6  —0.001 2 —0.001 2
Clk[22]  Peppers  0.0027  0.001 1  —0.0036 —0.0017 —0.0085 0.007 0 0.000 4 0.0007  0.000 5
CHk[23]  Peppers  0.001 6  0.0036 —0.001 6 —0.0055 0.0045 —0.0068 0.0055 —0.0036 0.006 4
3.5 ENWEDH
Xof A RO N 5 58 BV R RS A AE U/ 1Y 22 53, 2 S BOUIN %5 R kAR BRI AR A AE 22 48
Bk adr R R, AT,

1
R, WU =10 2D<z,]>,

1 M N Ul(lyj)*U2<l.9].)
Iu(Ul,Uz)—M—E 2 oo B

o 0, Ul(z,j)ZUz(i,j)»
DG ,j) = o o
1, U, G,) #U,0L5),
K0 BT R A % 28 I S RO RE L o L UL I U, R R R AR EL AR B I R B ADIR S R R, ~99.609% .1, ~
33.463%.

St AR SCr A o 2 R X DR PR R GHEA TN 4 O A U 5 R U L 3 % IR IR S BE AL EE B 3 000 4~
Z K R BEAE N 1, X R BEAT I 45 B KU U, @k b U, MU, iH BN R, Fl T,
S5 NER 4 PR R B MR s PR TR BE DL 100 AMEER L IR AR R K BEE BENLIN 1 250 1, FxF R 1T
g R R, AL, LA RINE 5 TR,
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Tab. 4 R, and I, of two encrypted images %
R, I,
[EEA
R jEHE G i@ B jE R iE# GiEH B il j&
Erna 99.605 99.609 99.606 33.449 33.453 33.436
Lena 99.608 99.610 99.609 33.452 33.425 33.408
Peppers 99.608 99.610 99.612 33.462 33.420 33.476

13 4 FI 5 Al 1, AR SCHRL I s 45 R 5 PR (40T R B T RAF AR BT 22 70 Bl 9 1R E
x5 WERMBEGZEHR, I,

Tab. 5 R, and I, of two encrypted images %
R, I,
Bk [EA
R i# i G i iE B i i R j# il G i i B 38 i
A3 Lena 99.611 99.611 99.612 33.474 33.464 33.461
AR Peppers 99.614 99.613 99.604 33.456 33.444 33.456
SCHk[15] Lena 99.648 99.658 99.629 33.439 33.479 33.483
SCk[20] Lena 99.629 99.617 99.647 33.603 33.499 33.552
k[ 21] Lena 99.619 99.638 99.600 33.429 33.455 33.428
k[ 22] Peppers 99.582 99.596 99.643 33.462 33.623 33.404
k[ 23] Peppers 99.605 99.605 99.619 33.454 33.418 33.466

W 3 3 Y A R A R G e BRSSO o8 Bk AT I 4, 5 30 5 45 SRR B 5 B (R SRk R S3). 45
TIE B 25 SC % 85 0 e 0 Xk 4 1 R 4 B PRMGHE AT 0 4% 100 I 2% o 28 8 1 B A K e 22 43 Tl 1 e
3.6 EREAH

R R BT MR AR B ASEA A M A R R O A R AR, T R R D A R

ZP(/L)logZP(h),

i, HEMERIKESERELP (WD RAIKEME h IR AR R AERGEIT )RR X 3 B4
AT E BRI AT S B A EE R a3k 6 B,
k6 BEHBEGNMBEGHEEH

Tab. 6 Information entropy of the original image and encrypted image

lu

) gz ER ) g E R
T vk [E3REA i Bk ESFEd
R i#iH G i iE B i iH R jE 8 G @i B jE i
AL Lena 7.998 8 7.998 9 7.997 0 XHk[21] Lena 7.991 2 7.991 4 7.991 5
AL Peppers 7.997 4 7.997 4 7.997 0 k[ 22] Peppers 7.997 2 7.997 4 7.997 3
SCik[15] Lena 7.999 4 7.999 3 7.999 4 k(23] Peppers 7.997 2 7.997 5 7.997 4
k20 Lena 7.999 4 7.999 3 7.999 2

HIZ% 6 nl 0, Jn RS 9 2% J2 15 B 35 F2 0 T BIefE 8, T I ik RIS 19 2% J2 45 B 5 e (B AT ] W 22
S0l T LAAS SC B0 Sk HAT R 4 b

4 45 iE

ASSCHR T — Fif 5 AN A 303 B A S A RS (5 PR RO o B 1 % R R O B BIL 4 7 A Y
J 9 55 TS PR B 25 AN 2 BEAT DG T, 7 A B TR 4% B 2R GE I AEL , AR A T 396 20 B B g 30 A0 0 43 2 114 PR AR 3
FT A8 R AL A7 B LR BN 2 150 7 A 19— k) R 51 FE G R 81 L 42 X RGO Bi_iiﬁ_ﬂﬁﬂﬂ%‘%ﬁ%iﬁﬁ
R A A8 o DT A S 5 PR AR 9 8 45 SR AN BE 0 A R T Bk 00 R LT AN R AR B0 2 51 29
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An image encryption algorithm based on a fractional-order

discrete noninvertible map

Liu Xiaojun, Wang Pu, Lu Chenhao

(School of Sciences, Xian University of Posts and Telecommunications, Xian 710121, China)

Abstract: Based on the chaotic characteristics of fractional-order discrete maps, a color image encryption algorithm
based on the fraction-order cyclic shift is proposed. Firstly, the random initial values are generated for each layer by a random
binary sequence associated with the original color image using a pseudo-randomizer. Secondly, a fractional-order discrete map is
used to generate the chaotic sequences, circular shift position chaotic encryption and diffusion operations are performed on the
re, green and blue components of a color image, respectively. Finally, the encrypted image is obtained by matrix transforma-
tion of the encryption matrix for each layer based on the pseudo-random binary sequence and chaotic sequence control. Simula-
tion results show that correlation coefficients for an image by the proposed method are approximately 0, and the average values
of information entropy, number of pixels change rate and unified average changing intensity are 7.997 8, 99.609% and
33.442% , respectively. Therefore, the algorithm has a good reliability and an anti-attack capability. Meanwhile, the algorithm
can enhance the security of images.

Keywords: fractional-order discrete map; image encryption; cyclic shift encryption; matrix transformation
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Fig.S3 All-white and all-black image cncryption results and histograms



