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Fig.1 Overall architecturce diagram of the system
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Fig.2 Schematic diagram of intelligent irrigation device

284 P
(N.Sw) SRR 1111, Sw & LTl N S THI AT I 8] B 82 IR 0915 8 A BB S IS 2l $4 22 X b 3T, T ) N

SR 1112, ] s % L BER N S Be /K AT I A 5 IR 9 1 8 Ak BEASE e i 2l /0 250 ok 7K 5 05 A % a0 A 30 30K 7 1

(N.Js) X
WY N
(NS STy 1113, Sp & SCTAL - N g AL TRAT I TR, B0 U 19 £ A0 BRASE S St 2l /00 204t K X - S I » it A 1)
N W OF 7(7 N.
ADATA SHAKEN 281118 1% signlen# (N, Zp ,sign(N , Z1)) .2 RABE /UL 111 RARELRM 1 RRBWAL L —4,
signlen ARG — A # R TR B (N ZOFR App FFHHES (N ZOFRIELELFL.
FDATA ZHNE N 222108 1 # signlen = (N Zp .sign(N.Z1)) 5 1A 2 FRB AU 210 RS A K5 2 4 2 KR K

HH 20 (N ZO)FRRER LTS (N ZORRIRLEAEL.

43 HEEEBEEEWRINE App &AW S AR

B RE T WL B A IE App % 7 i B S B SR AN

(DHRAEFRAE App K P 3K HHE4 (N Z) . App % P i B8 A B TF R RN 58S T84 B AL L EF R
sign(N, Z,). W1 App % dii B9 15 8. 4 BRAS JORE £ 42 17 8 A5 0B 1 ADAT A JF % 36 0 2 ] 2 3.

(2) ¥ I 205 19 B A IR BRI U G R A4, 363 ADATA IR sign(N . Z ) T2 2 80 UE. 4555 4 W IE 45 5



% 14 AR LE R TR AW AR £ Skt 37

true, WU B 3 AR BEHL L U
JEFA], % ADATA 454 Pl I RE I
(N ZO#AT 84 A5 % 4 g '
sign(N L Z, ). Fi i 2 3 10 5

ey (AR LA T
[]_ I REIR 7 AL

DATA N -
A B e 2 41 BLOORIE
[ S— T A T AR 7
FDATA % '
HREH Ib I 3L B [l WU R s, S

B e THE 10 2 g ERERS (N, Z)

(3 e i 12 L 5 0 T SHORNEBLEIR U AL B
4 B UE TP B L U JE Y L HRSITRS, JFREAEE
INH L I X FDATA L CH B ADATA J2ik
A1 O AT BB B FDATA . AR TR U9
T2 4 sign(NLZ,) #EAT bR B ADATA
BUE. A7 JUE S5 RN true., U] T sign (N, Z) BTSRRI,
HEAT AR G HR AR 5 AN 47
AT AR AR AN 4 BTR.

BSUEZEHN true/false

-t HIHE, BN true, BEATHISEHR
5 gi": Eﬁ_‘i 17‘35 15, WA ETATTERAR
P 3 R RE IR B DA TIE % ] 2 B ) A

Fig.3 Flow chart of intelligent irrigation device authenticating control terminal identity
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Design of intelligent irrigation system based on security protocol
Zuo Liming™",Zhou Qing"",Chen Lanlan®",Xia Pingping™"

(a.School of Science;b.SEC Institute, East China Jiaotong University, Nanchang 330013, China)

Abstract : Aiming at the security problems of data interaction in current intelligent irrigation systems, a security protocol
based on intelligent irrigation system is designed. Takeing the security protocol as the core, the intelligent irrigation system
constructs a security protocol by designing the identity authentication module, the signature module and the signature verifica-
tion module. Finally, the experiment and simulation of the intelligent irrigation system are carried out. The result shows that
the intelligent irrigation system based on security protocol is efficient, and has good applicability and security in the case of
weak computing and transmission capacity of intelligent irrigation devices.

Keywords: precision irrigation;smart home; SM2; big data;security protocol
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